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6.5.1 R

M2 #F IEEE 802.1Q VLAN, BILEXI% T QVLAN MIRBIF B[R, BABERT, MiFXET QVLAN
IhgE.

BCE7T 802.1Q VLAN f@, XF#HNIHOMN Tag #¥E, REGEDTH VID ¥ AR VLAN RNEMRC; X3
Fi#NIHOR Untag #5038, %1250/ PVID B & ZIFER VLAN BE MR,

R BB O X BURA R A R X R S TUE I TR

BEWEEE
Ui O Rg 25 /Y b, -37.35 83 SE
W Tag B4R U Untag $dE
Access EIRXH Tag B&RIE.
¥% Tag B VID ¥ & SUAER $iZiR 69 PVID #4548
VLAN By E {5, RZ VLAN 8 E A3 0 VID = 5[ PVID, i Tag KiX.

Trunk
VID # [ PVID, {3% Tag £i%,

6.5.2 B0E VLAN (e=s22% 0s3 BmFAas)

£ TREIRE) > IVLAN 8B TE, sianall ), KERBESMEH, A5 L.

I
I
=
12

b
s

vianizz @)

PVID 1
EEVLAN 1
WLAN 1000
LAN2 1
LAN3O 1

LAN4] 1

82



SRR

PR

VLAN & &

PVID

&EIE VLAN

WLAN

LAN2
LANS

LAN4

BiEA

FFBIRHARTRY 802.1Q VLAN Ihgg, BIAXHE. F/E VLAN f5, W#i#EY POE/LAN O Trunk
Ho

Trunk OFRIAFTEEY VLAN ID, ERIAA “1” o /B VLAN [F, RIH#E9 POE/LAN 029 Trunk [,

RIFFEYE R VLAN 1D, BUIAN “17 LA &R VLAN J5, EIEEMEFEE B EREIFEE VLAN,
7 BEEIEWH,

REMIFTLIEON VLAN ID, BRIAJ 1000, BAI VLAN &, SSID FREMRLAEOEY F—1
Access [, H PVID 5 VLAN ID #8[E,

REMTWO VLAN ID, #IAN 1. B VLAN &, MEEHT—1 Access H, EPVID 5
VLAN ID 8,

83



6.5.3 VLAN 1B 2 weanesn os mmimn)

AW EK

ERNNXERANFIREMLE, HESE— M MERAREERIEREN, MEKR, WX ENERTFH,
HFEI&IT

BE—EMERI9DTE VLANLO, &8RRI 1E VLAN20,

AT ELIFHHIT QVLAN BEcE, B9 VLANIO 1 VLAN20 BEcEAR[EH DHCP, fEiE VLAN THE
FUnFRENARIMEZRY P stk F W,

B 1 HRH P pse
V'LANlO B SR R

ATATATATATATATS I . y 1. =rIPIESEIrS >”
POE fi 5 g 8 ®

\» |
,_,\ o W LAN m
-\ = B i J
poe I B AN
- ’
A% 2
JLANZO | H B o ;—‘

L N\ poe |2 R
Pe s ws | BRESTRHEET:
LY ok ?LAN o BAERESERE ER
>

- I L 8 LAN CEHEIO 1 |
o R 289 LAN CHERHO 3
REHE |
—. BCE M

PR 1 BREE—GMTNEEREA, [& MBIRE] > TVLANRE ),

s 2 msErEll )

FE 3 I%E “WLAN”, BIFEL#EDO VLANID, Z&flH “107,

e RWG 7 )

84



* VLANEE
PVID 1
EEVLAN 1

* WLAN 10

EiE

SES AEHHNEORE BE . FENHEHERTMENE.

6 BESRE 1-5IKEBEF—EMIFLETE VLAN20,
—. EEERHEN
7E3SH#EM _EX 4 IEEE 802.1Q VLAN, E{&IITF,

ZH AR O VLAN ID (Sa¥Fi@idfy VLAN) U7 )= PVID
EERO (EEREH2E) 1,10,20 Trunk 1
WA 1 (EEE—8 M) 1,10 Trunk 1
im0 3 (EHEE ZamH) 1,20 Trunk 1

Hth R 2Iavin D RISFOAIRERN ], BAEES AFSE IRV ERRAH,
=. ECERMESE
S 1 EERHBELHIT QVLAN BEE, BEEigENT,

[ mpezsE VLAN ID (@i VLAN) wmO B PVID
XA, 10,20 Trunk 1

5080 7ERRESE 4 VLANLO # VLAN2O FRE RIEIHY DHCP Stk ith,
BB 55 % K e R AR,
R

WiFic &

WNEREE2S VLANIO. VLAN20 IRE T DHCP fRE2S, NEEDE—ANTHNEPIESIRINEI KBS
VLAN10 73 BCEY IP #iHE R ; EETE SN E P inSIREE B H2S VLAN20 28289 1P #iitE &,

85



(B35

7.1 BEIGH

7.1.1 BER

AIERATEENFRITEERSE, 10SSID BXSH. MEEX. FE. KNhESE,

SSID | 1%

B SSID 1&g, AL E T UFREIRTRN SSID. 2 SSID [ #f5, WiFAT 1% SSID, Al
LI EREERBIRTA SSID, LthAY, MR EEEZTZ SSID LN, AR N AFINELEKIEE L
HINZ SSID, XT—EEE LR T EE&MENEL2 M.

FEAR: B ‘SSIDE B, MREFFAHMFRIRE SSID, HATLURNBITML.

&P imbR e

UFEEMER VLAN, BEESF— SSID NFEELMFARLRE, BRRESAMMEENE LN
%, ERTEE. NHSARARIRE, IHENNEEAF RISNE, RENERSM,
RAE P iRE

RAZFIRSESHATIREEN SSID WNELMNENAFHME, Y& L% SSID NELRBF BuARITE
[&, % SSID FBIERMINELERIBER.

RERATF IRSNER LUB R SSID AR ASH AP AR,

grae - ba
EAMERFBRESPFBIFENELERIENSIBERNR, EEERRBBHEENERT, EHAR

BRHEANTLNE. EAMNSERIERRREFRIFOHE. Fib, £ WLAN R RHITE 45 REX
EHRMBRIPFR, UAHRBERZS.

HXNAENARBER, WHIREHEUTEZL2ER: RIMZ. WEP. WPA-PSK. WPA2-PSK. Mixed
WPA/WPA2-PSK. WPA. WPA2 £/ P i%#,

86



= RN

MR TLME RN, RIFERTEAEZFHEN. BT RENZRE, FEMERIT
= WEP

WEP (B&FXME) R THSHNEARMEBMERERE, RERENEL LAN BRNT 2%,
WEP INZ B S®RIE, BEXLERERAREAET 54Mbps, FEINAFEALMNEZEA.

= WPA-PSK. WPA2-PSK. Mixed WPA/WPA2-PSK
Mixed WPA/WPA2-PSK R MifEIISEZA WPA-PSK. WPA2-PSK,

£iR 3 MR RAMXATHEZZHIALE, HIBENTHERAREIESH, YENZZHAHMTER
£, BRT WEP BSZRNIFE, E6—MREXERAFATRIELAR S, BRTEAFINENNZE
MHZEE (RBER) AARKE, BFEERAR—RFNELAFRNZRT2ER, A, HZ
PRLUEEHBSIERE, FTEaET2ERIFETBINAERA,

= WPA. WPA2

RTHE PSK ZeBEREZAEEAEMNARE, Wi-Fi BRERIRMET WPA Il hRZs (B WPA. WPA2) ,
TfER 802.1x KFHITAHFPIMNEHE R BT IMZEIRNIRZE, MABERFIIRENTHEZEZH, B
mERENEE XS,

HFRAT 802.1x #THF SHINE, 8MHEFNEREEHHEBSHITERE, BRANMEEMR
AURTRENE. HERFASRIEANLTLMENIVEIENZZAMEET RADIUS IRSB[BSHER, KE
EXELGRENMEE R, Flt, WPA. WPA2 IRAHIES T NENR e, HEASRETENEHNE
RN

EE&ETIRE

BNTE: AT (RERE) > [ESRE.

XS, ERIUEBMANELEAIRE, =R 5% 05 KR H,

AP B3, T WAN B0, ShAHEI. P2MP 3. BEER FHELAEARBERNSIFET,

87



SR E

ez @
Exminx  TE =]

SSID Tenda_r86170

EBEWDS © EHF @ =M

SIDFiE @ B2 © =@
FegtEse  11ac [=]
e A=) [=]
e BHh =]
EERE OB o=
DFSINEE © BF @ =
gamE
EEiEm Bl [~]
e, NS [=]
ErpEE 0OBE 0=
BEXEFESE 45 *EE: 1~128
S35 A
WFEm BiBA
PR TLIHBEFF %, wrxid, @ )xrrs.
ER X EERNFUAMFENERSHK, MENFRAER (GHR) WSENEHER, BAR DE .
SSID SR, TEMMTN LML ST (SSID) . SSID HHEHXFH,

X AP 18I, BRI,

BRE, fJURBSHM SNMITSHTRE, TR T NAGRE R ERE AP EXAW
$BBE WDS By ARP &,

Q o
599 WDS WHERIEAITIIN, AR RER—H,

88



PR

SSID I #%

PLEIR T,

58 (SEARR)

(EPEXTE

DFS IhgE

RESTHE

R R

4

REE

=P

RAEFimHE

BiEA

SSID B #BIRES o

- BA: MK % SSID, AiNTL&IGE T L% SSID,

- B2 BGAT H#1Z SSID, TEIZEEZERMETE WiFi By, EEIEFHMANIZ SSID.
ERT AL,

MY AV T ZN BRI T LIRS EN.
ERMFNIEEE. “B8)7 ZRTRMHREREFREREIERE IFEE,

RFEEROIME, BRGE, FEPOMEFRE IEEE 802.11 ARAFE R OSE LR SMHz,
MR FINEDHSTIE,

(Gn

MIFER “EERE G, SZHITHENNFTEESRZE, STRSSBIRERK.

DFS, Dynamic Frequency Selection, mh&#iZXi%E, BRE, MHsFHRNERXRA (FR
BiE. SREXE) WX, SOUNTEMEREEESH, MTEMTHREIS—MIZE, Lg%t
BIRARFER TH.

& BRI L LT IhE,

RRAThERK, EABETCEE . BEANALRNNEEGH TRELEMEBNMEENR 2,

PRI A S E .
FRMNMERAAZFNEETRSR, BRESFERER. REN ‘B 8, NHXIRER
Eifi5E, SopiEBEEEETE.

RITFR ELRiaR R, BiGEE "85 .

FRMEESREMMEE, MAFENENRARRER, FER Web BEEERE, REN “B
& B, MERRAEEER A Y eI AR A ZIM R AORE,

TEMBHREREN. MHZIENZ2ERE: T, WEP. WPA-PSK. WPA2-PSK, Mixed
WPAWPA2-PSK. WPA. WPA2,

- BA EREZRTEANETHNIRE ZEFEEERE, TR TEMBNReM,

- BR EERAEREEANE THIREZEEERERS. ik BRE .

BEEMERS AITFERANNTLRERE,

ERNZEEMBNTLIRERTIE, FRIFFEREIAEE, DN TLREFEREANLT
LR

89



= FmE

M TLMERINE. ATREMNERE, FEEFIT

= WEP
e
TAIEER
AT
ZE1
ZiH 2
T3
TiH 4
g L
R
INEZER
BRIAER

2240 1/2/3/4

ASCII

Hex

WEP 7]

Open 7]

A | 7]

12345 ascl [+]
12345 ascl [+]
12345 ascl [+]
12345 ascl [+]
BieA

WEP MZBERMIAES: Open. Shared. BMENZLETE—, REIMNEARFTR,

- Open: XA “TIAME+WEP & . THIRELRLTIAL, BIF5 SSID #17XE, R
e EHE# 1T WEP 1%,

- Shared: X “HEZHIAIE+WEP INE” . TLIRES SSID #ITXEKEY, FRHEEN
B LIS ER WEP %38, RBETEWS WEP ZH—HNERT, ZREXRBXMYI.

FT48%E SSID HRifERr WEP &1h,

n: ERINERA "B 2", WELREFTEER "&8 2" RENTLEBEERE SSID,
WA WEP Z$R, SJILEBHA 41, BERE “FNBR BENBHEN.

ERNERFFREZ—,

B, ZFEAT LA 5 8 13 N ASCI BBEH,

ERNERFHREZ—,

RS, REAEILUEIN 10 Bf 26 fi+7<#hER (09, af, A-F) ,

90



= WPA-PSK. WPA2-PSK. Mixed WPA/WPA2-PSK

it LWPA-PSK
ESIES

PR
P |WRAZ-PSK

S Mixed WPAMWPAZ-PSK
=8 WPA

TKIP&AES

EHEFAE 0

- WPA-PSK: IttBY, SSID XJRAYTCLLMLEFE WPA-PSK Z£1H1,

- WPA2-PSK: IttBY, SSID X3RN T MLEFRE WPA2-PSK 21,

- Mixed WPA/WPA2-PSK: A WPA-PSK #1 WPA2-PSK, LIthBY, T I&&EEH WPA-PSK

WPA HIZ#M, WPA-PSK R E%E$F “AES” &, “TKIP” ; WPA2-PSK #1 Mixed WPAMWPA2-PSK

- TKIP: IGBYEESATTEEM Y, BT AES, XA TKIP By, MfFRAEEARENTEAERE

- TKIP&AES: FZA TKIP 1 AES, TL&EFiR{ER TKIP #1 AES 190l &EiE,

WPA SEINZZAEENRE N, BAENZAEREAA R WPA SR 2%,

2505
¥R IR 5B
FERZ2EN,
TR
1 WPA2-PSK T[E#E SSID,
TR “TKIP&AES” .
- AES: S&NZRE,
hnEERLm
(&K 54Mbps) o
25 WPA IEZ 240,
ZEAE A

0 RNAE#Ho

91



= WPA. WPA2

moms | WPA -]
TInE
WEP
RADIUSEE=ZE WPA-PSK
WPAZ-PSK
...... Mixed WEAMPAZ-PSEK.
RADIUSE :
INEHIm @ AES ) TKIP i) TKIP&AES
RADIUSETS Frrtt
EHEEHER 0 s (3EE : 60~99999 , =785
2505 B
¥R IR 15 8H
FERZ2EN,
TR - WPA: IttBY, SSID XIRMITTEMLEFRE WPA £,

- WPA2: ItbAY, SSID SRMITTLMLEFR B WPA2 1R

RADIUS PR332

RADIUS i[O FF4i\ RADIUS BRS522AY IP Hhtib/AASENE 1/ HZ325A,

RADIUS Z13

W WPA J0zz#ml,

- AES: S&INENE.

ik ]
- TKIP: IGESZER5T R4 Yo
- TKIP&AES: #ZA TKIP 1 AES, T4&ZEFiR{ER TKIP # AES 9r &%,
WPA BUENNZZ A EsEFH AR, BEWZIAEHER 1R WPA SIER £,
ZAE A

79 0 RinAEHo

92



FFIRRI. DREPHRL THLTEAERRERTEM. TEURFHEX A,

EARGE SIS | B
ez @
Exmpx  E

SSIDr & ¢ =M C =

e, 1lac
Sl [=]
=52 B

BFEREE © BR @ =

DrsIhEE © =EH @ =

HEE 1dBm 25dBm
fSwEs Hil
=% HBAP | Tenda_2607E8
ik FRAP BSSID | C8:3AI35:26:07:ED shizs FRAP

EEWDS & BER o =M
meEs,  ANE [=]
EAIEAP © BEA o ZA

SMLEAP | Tenda

8.88:88 [~ @i FERAP

=
[Ae]
[
[
ca

=M HRAP BSSID 00:

EBAWDS © EA & =
g, | E
SiEmiEEAP © B & =
EiEEs HEAPERR 90 (BE : 1~-72054%h )
EriEes © ER = =M
BEAFPRSE 48 (BE:1~128)

BRI FWBERRERE, 5 Web BIETTE AT, TESEHBNT, MERBEEZEHMBEORE, 15
& AP RIS HUHER,

FTESHIRT LA
AR i8R

Bt b RFLEM L.
Bk B4R AP

HHERINGE, ERTLMBHTLEBEMER.

93



PR

% E4% AP BSSID

HiE L4k AP

ZHLE% AP

£ F 4% AP BSSID

BHiEEik g AP

BEE L LR AP BFE

BiEA

ik LRI EMER MAC ittt

MG, ERTEEMLEH MAC itk BRET.

BE L RTLME,

BRE, MTRaEESRT MAC iilt (BSSID) XRMTLMEEZTR, FoEERIIHTHERT
LML B IRHILE

BEHLRTEWE,

BRE, MRMFEE "Bk AP” Bigt, KEMERE “EHLEK AP

F A _ERFTLEMLELE) MAC b3k,

EIMEEE G ERTAWE,

BRE, MifEE ‘SR LR AP HiE, WHSIZRIREN “EEEELR AP ER" 21
EE BELER AP

EMERE I ERT AL EE,

MRS A LR T EHRE], ZiXEEE R LR T MR AT E] )RR,

PR RSN T LM,

94



7.1.2 AINETEMEE 55

ARER
FNXERAMIATAMKSIMBRNGTE, R TLNERZMN FREE, KAELLEN.
S

WiFi: FREE

TR

FB %

ETR

TR 1 RE TEEREl > TBRRE

S 2 {8k “SSID” J “FREE”,
TE 3 EE RERNT B RmE
TR 4 [Tge

95



%N

ez @)
Exampx | FE [=]

* SSID FREE

SSIDFE @ =R © =H
mees, | 11ai [
SERN-E [=]

EERE O =R © ZA

ST

1dBm 26dBm
=mme | 20MHz [=]
EEs | G [=]
* BetEs, | FME [=]

ErERE OBR o=

EREFREE | 48 (EE:1~128)

Wiric &

TRRRIEIELEANSE “FREE” BY, REERMATEZLI T LUEZR,

96




7.1.3 WPA ™ AR LML E 2 H

HMIFREK
R RERMFHTARKI RSE, BR: 5—ER2M, AREGS,

PN ERTER, BIRA PSK REEI,

WiFi: gongchang
WiFi 263 : UmXmLOUK

TR
™
- !g
a [N
FB A%

ETR

TR 1 RE TEERE > TBRRE

S 2 B “SSID” A “gongchang”,

W 3 ERE ‘R, B “WPA2-PSK”,
FSIE A EE MNMEMNT, BN “AES”,

LE S RE "EH A “UmXmLOUK”,

5% 6 mtlEd

97



HEARRE

iz @)

Exonx | HE B

* SSID gongchang

SIDFE @BE 0=
TS ‘ 11ain E'
=2 &9 B

SiERE O =R C—

HEIThER
1dBm 26dBm
=i ‘ 20MHz E'
wEs | B B
* molEm ‘ WPA-PSK El
% PIEHIN @ AES @ TKIP  C TKIP&AES
* =i SESEBEES -}
HERAY | O s (38 : 60~99999 , OZTREHT )

EriEEE OBF © FEA

EAEFEIE | 48 (7EE: 1~128)

KR -

52

Wiric &

TRIGBEZRTLEMLE “gongchang” BY, BIATLLZERES “UmXmLOUK” BIRIEZA .

98



7.1.4 WPA 1MV IN%E Jc 2% W 45 ic & 25

£H P 53R

ERTEMNEEENMSHNEZ2N, BENETEZIKET AN RADIUS IRE28. X EIRER, BINKE WPA

g WPA2 L&,
ST Tk T o B ik ] Hﬂ&ﬁﬁﬂ
. LAN

RADIUS R332
B3 iR

IP: 192.168.2.200

=it : E
IP: 192.168.2.1 'lE ;

WiFi: hotspot

AEDTE
—. BENF

{Bi%& RADIUS fR532§ IP #i4bH9 192.168.2.200, IAEEEHR UmXmLOUK, TAIEERAA 1812,
S 1 R TBHRE) > TERNEE .

HIE 2 8 “SSID”, BILE&MLERZFR, AflA “hotspot”,

S 3 AEE “REEN, BN “WPA2”,

S 4 i\ RADIUS RS 88H#bE, sl “192.168.2.2007,

S5 A\ “RADIUS iz[”, &K “18127,

S 6 EE IEBHNT, B “AEST,

S 7 I%E “RADIUS Z85” 4 “UmXmL9UK”,

5% 8 Al

99



2AiEE

Eay—piv:s4
EFaphK
* SSID
SSIDI &
FEtET
B
SERE

EEThE

SIEmT
* 2EE
* RADIUSEESS
* RADIUSE
*  pnEEm
* RADIUSEES
i EHRER
EFEER

EREFEHE

—. B2E RADIUS IR 28
QET—\

FE

hotspot

oBE OF

11a/n

Bzh

oER o

20MHz

Bzh

WPA2

192.168.2.200

1812

@ AES o TKIP
cosessee

0

T BE @
48

=]

@ TKIP&AES

Pt

B Windows 2003 AR5585 £ RADIUS BRS5 25191135 BR.

FHE 1 FEE RADIUS B,

1. 7£ Windows 2003 fRSZBBIERANEIET R, WE “Internet IIEARS”
BPw , %R “HE RADIUS BRI

100

, AEE T “RADIUS



" Internet BIFR% B -0 x|

THE BER SEW BB

= A e DR 2R

(@ Intermet BIEIRS () BRI | st [ pist
Fi RADILS BPHO | HAEDEER S RMEE .

2w

BEW ,

RIFH(E)
FHFUTL. ..

FEBN(H)

< | i3
REPR | |

2. B RADIUS EPIHEH (AILRRIMLERHT) , WARNE P i, RE F—% .
x|

BRI

A SRS TG » FIEPiRAY TP Mtk oHs 5.

ST iEE-EFE (F) I”“
FH Pimhbitl (TP &% DHS) (00 :

|1~32.1E.8Tz.1| i (). . |

I
I ) 1P bk crsn[FFgw ] e |

3. & "HERNET M HIAHRENE" RN UnXmLOUK, mif ek &[E,

$E RADIUS T Pk N X|

HibfZR

%sﬁfﬁﬁfﬂi?g}’ﬁﬂtﬁiﬁﬁ&mﬁﬁﬁﬁ [BI 58S , 1HISTE RADIUS & Fimpiitnz
Pt C):

[RADIVS Standard |
HEZEHE 6): I********
TRIAEZHIE @) l*******ﬂ

..........................................................

5m#F LB E R RADIUS 440
—X

<t—s®] = | mH |

P2 EEIEIEIHRRE,
1. A& EAEHRRE , & WETENRRE .

101



“p Internet BIFR% 5 5 [=[ 3]

THE BEQ BB #HE
¢ | aE BR[| 2 E
(@ Internet BIERS (FH) & [Jme |
(1 Ra0IUs EPH EBI Mcrosoft BB EiRR TN FRS B, 1
& 1EUHER B EHERS B 2
i ] FEEEUEREE
LE ymw >

2. BHFERFRRREES, R T—¥ o

FREBVHRERAS 1 X
B3 AT AR 15 [B) 2R A5
LB SRR BT R, B —RIE
) RREEW TR AR RN RS .
B, FE T8 .

I f

3. RERRR, RE =%

HREEVHARRHES 4

RRAENZE
tEE S AR R RIRHRES , EhaT LIARR B ANRE.

B EFREREE?

« BRESREESEER TRIRENRRE W
O RE EENFRE )

FA TR RBEI AT .

plin: S{HIERER VPN iE.

102




4. @ LKW, fE T o

HREEVHERHS i x|
WHEAE
SRS IR AR B U & PSR RN AT ERY .

SRS 6 RB RO SRR AR (15 7.

" VEN ()
BATEAR Ve iER. E6EBRER VPN ZERIBRES , (FEIB E—TT,
wEBENF

C BRSO
AT ESRIEEERESUSETR 1SN KRR SIER.

C FEW
AT LR PER.

& EEFE

................

ct—-se[FTEwo] ®BH |

5. & B, md A o

HHEEENEHERAS x|

APrgEine
A B A PR IR . Eieh PR A T PR

<

TR L T A i R :
& HFP
FA P etk B4R PR FEFE P ik P ch 48 R
Mok A
B P AT SR TR AT
$H4A (B):

<t—gF@|T—rw | EE |

103



6. £ “MANRBIFREE PHIN 802.1x, [ KWERF , =T HE .

e Fe x|
HEEH AR ()
& THHRIER @) |
EHE )

Iu:l:-mba.. com e L. .. |

7. EERRIPH EAP (PEAP), Rifi T—% SThE(F.

FREEVHERHES i X|

BBIEA X
EAP T RIRIZ 2R ERIGIER PRIZ (.

WERE L HEEEAG EAP 286 (9)

8. STRUHTEZIZAZ 0] SRE8 A FR1F.

HHEEELEEEES |
IEFE 58 AR AR 1 [B) BRRE )57
EE IR T TR HERAS. ST
L R
root
i -

HAS-Fort-Type FLACD “Ethermet” AHD
Windows—Groups FLAD “COMBANGOZ. 1x"

B il : EAF (R{R1PED EAP (PEAF))
mE EEnE wEmE BEmE TmE 7
EXHERS ., FaT TR .

P T o

104



9. kP root, REARE, EF B , NSO, EF BFIEEHRANE , AEEE
“NAS-Port-Type ITEZ “Ethernet’AND”, S& 4RiE .

#E |

2l

BRI AR ILACAY 1 o

ARBGRIL G-

W H45-For+-Tyme [FEEF' “Ethermuet” AHD
Windows—Groups FLED “COMEANGOZ. 1x7

smo. | sEw. [ #mo
IR A0 RS IR E R 1 FLECHE » sANRECE N = R RERE .

BrIEE A PECE I (P8R T T EMRER » & M= HEBE 12 U7 IR R L ] .

InF—TiEEEHIEcis=E
" IEHEITIZ A EERER 0D

& FFimizch SHRER )

F1:

wE | B | EAw |

10. EHOMNEA®EE “T&-HE” , sf &> , AERE BE .

m‘m%ﬁ &) _ ..................... Jﬁ%m*i @)

FIAFS __| Fhn ) >> | Ethernet

SDSL - Symmetric D Fé8 - IEEE 802. 11
Syne (T1 Line) < MBs &) |

Virtual (VEN)

¥.25

%75

xDSL - FENZERIRYE

=g

.,g.m.....'.....: ............

O ‘ i

W= i |

105



11 EEEMTESS FEEEXH , EHNRINE, #TTERTEE, S& BE B
SEEAREYA 2|

wAms | r | £EeE SHRIE |nx | s |
R URAE A S BRI S T .

[V Microsoft DIESRINEMAE 2 MS-CHAP +2) 2)
[ APAILESBEEENE ©

IV Microsoft DNZEE{TIEE MS-CHAP) (1)
[ APAILESBEEENE @)

V' 1IN S {R%IE CHAR) (1)

vV RINTEIS {E AP, SPAP) ()

FE B IIERIE

IV SEFE P R i AN e O ol o () J i ) 125 ()

wE | BE | EAw |

12. EHENRTIE, fRE & , HIAREL
51

R T —F0LL FRSRIIENE. N T RRE MHATENE, RRARSAIERARE ,
A B PSR -

EERXMEETG?

$E3 EBEAFPEE

WEAF, FRAFAMEIZA 802.1%.
=, BERPILE

Qﬁﬁ

A Windows 7 R45RHI358R,

ST 1 1 [EFER] > TRLEH Internet] > [MEMEZA0] 0THE, [E “BELENE

tRER - [ il
"?ﬁ? .......... BEEEANSESHEEEE ‘%
E : | O s==epet L
R A g ==

SRR e

s o ZHANGSAN... FiA5Ia0M5E Internet
ENEREERE (HATER)

106



FE 2 mE DI
€0 M e )
ETRER (TR ) ITEENE
Windows {42 FEATF IR SE=xeERE,

giﬂ%ﬁﬂi ESTHEE  RESEEERD

l.h FaeEMEREYIHM) :
E’fﬁlﬁéﬂg—ﬁﬂﬁmﬁwﬁﬁﬁ}ﬂﬂﬁﬂﬁ#&ﬁ%ﬁ#ﬁﬁwﬁﬁi
., EEEAENESIRSSID) NS TEISE).

BIEE|RAIIOEE(C)
EEMAE— IS  BTHEE Internet 52

\

SE A MTEMTRATENSER, 4

(o ! TmsssELmE

BINEERIMPITENEINSE

................................................................................... .
: FEEEE) hotspot H
%E%@(S [weaz - gu | FIRA L SS
B
T INEEEER) ’AES v]
i zeEEQ | | Ces=mEn
LWVIERRTNEERD . ...,
: | R B0
.......... SaEhte o e LN e
[

(Tzmlii=s ]

107

e “BMEMLSARATT BUER", AERE

T—%

ID Z2RHIRER



SRS RiE EUEERE H)7

p

o M b v v '
v i el
O mmmsmana | Qimmmeng &

FDHIEERIN T hotspot

> EXIEERE(H)
TEEEEIEENAE

L6 M Re” R, BHEIEFSEEE “Microsoft: Z{RIFHY EAP (PEAP)”, AFRE 18E o

hot.spot FEFER

TR AAE): [ERZ = T v
I ) [4Es -
fﬁiﬁﬁﬁgfﬁhﬁﬁ%ﬂg] ............................... .
E[Hl crosoft: EH{EIPE EAP (FEAP) v] i 1EH (3] ]E
-ﬁ,\%iﬁ'ﬁa{ E]]:EEEE’]‘*-‘IE @ IS

[ e [ m& |

SET BUH "WIERSSIER, ARRE KE .

&E@JJZ““HE%EE (_J

S TR HBIE RS LA E)
I:l AddTrust External Ch Boot
[C] aLTPAY ROOT I
I:l Baltimore CyberTrust Eoot i
D Certification Authority of WoSizn

D Certum Ch

|:| Class 3 Fublic Frimary Certification Authority

[T DigiCert Assured ID Root Ch i
4| 1] | 3

TR P RS SR R A ARE T E) -

S HEIEE G): i
|2 BAP-MSCHAP v2) [ @mEC... |
BRIt EHEE F)

[ClREsh TR hiaER @

[CInsRARS SRR ANEYPERT TLV IS )
[C] EFFOERA, ()

[ w= | B |

108



S8 BUH “BmfER windows ERBMEE”, RE BE

SEO

P10 EESHBIERNAN “BRIGIENSMHIALE, AERE

=

EAP MSCHAPV2 /Bt

Rifi BRIRE o

hot_spot FEEMEEE (3w
EE | FE
FEHRE): [ERZ = 3k v
ISR (1) |4Es -
HFERESHIESE 0):

[Mierosofr: BiRipgh Ear GEM) ~|[ BE® |
VSRS R EIEENEE ®)

[ weE || Bl

)

=mias

B0z 1% &H® | @0z 11 B2

VR R E ) :
 [RATHENS ST 2)i[ REERO

HFRRTE A PRIAAR O

(RS BRE—EFR )
@ PSRRI EINAT E)
B FEFREI AT )

I M 10

LR SR AR T E AR EE L

E@%?‘Jﬁ-ﬁﬂ#ﬂﬁi PR P SR E IRt

109

=

E o



SR [iE XA o

BDHEBZRANT hotspot

> FXuEERE(H)
TR UEENAE.

[E=mEE )
<0 M e e )

ST (RS 3)IAENEE
Windows 1itiEE FEATSIMIREERELRA,

win  EESElE EEUEER RS

FRILIEE. SIS EEErRE (1)

.5-;;:- hotspat

=2 WPAZ - 1l

SR 12 TRNKEA NAERMIFINTELME, £61% “hotspot”s

e =
FiRBIRORIE -
x Internet 1578
$£541 VPN ~
s =»
FAEREE 3 “
I hotspot . 1*!!.
i 5
M
o
e i
R 41 - al
SRS

110



SR 13 AP R/EERAER, A RADIUS RS54 LRMAR 2/EE, ARRE HWE .

Windows 225 @

LB EHAAE
EENEAER

[ J Fr= )
. E= |

o) [ =

WIFic &

AP IREERTLME “hotspot” ALII.

111



—_—t— \)-L
7.2 28

BAE: 5 (TXIgE > 'BRIZE L

EXE, BeILUARMTITEMRE. MMRRETWATIES, BIGEERINRE,

wMM @ =R o=
APSD © ER @ =
ENESEERE O BE @ =HA

FEaem © EHSH @ EHISH

ERME © BA o EH

TD-MAX © EA @ =

Sigarh © BEE  EE

TPC © 2 GR
ESEErh | G [=]

FEEE 5 O BaRET km (788 : 0.1~20, %34 : 5)
BeaconiElfg = 100 ms (B8 : 40~999, ik : 100)
Fragmenti{E = 2346 (3B : 256~2346, BRiA : 2346)

RTSIJER 2347 (3G : 1~2347, BRI : 2347)

DTIMERR | 1 (FBE : 1~255 BRA 1 1)

LEDUESHTRE 90 dBm (3BE : -99~0, Bk : -90)
LED2ESTRE 80 dBm (3BE : -99~0, Bk : -80)
LED3f=S4TRE 70 dBm (3EE : -99~0, Bk : -70)

S
PRI tEA

WMM B—MFELE QoS thi¥, ATRIESMAENBXEMANRENF, MMRIEES. 7

WMM R A AT E B RS AR, BRI RRE.

112



PR

APSD

ENES52ERE

BB

TD-MAX

TPC

BiEA

Automatic Power Save Delivery, B&iEBEI. & Wi-Fi BREERY WMM & BIAEY

BRWMMJE, 78 “APSD” Bef Mt AEE . AR,

P RHIBRENES BERFITEE

BRE, SEREMNIIERNTXLEESRE, ESRERTIHENRERTEENNIT.
SRR EEZ AN, ERIEERNESRBERSITTURBGRILTL LS TohEEIESEE
BT,

TR SBEA TFHIBEER LGN —A bit fil, EUE AT LUBLEY HEREKEETRREIE.
BINAKRISE, JURAMEPR—LHRENE FinNF. NREFEWERTHEEEF, 71U
b2y FENIS TN

BRGE, MFEIPIASSIINELEE, #ERT NVR REERIHREG KM=,

o

R

- RAPHEI. FFAWERN. APPSR,

- 1ZFF WDS TREFERAMAThAE, BRI RBA—H.
TD-MAX Z Tenda FE RIS Zik (TDMA) KR, AFSIEFRRLZE—EERANSL, B
BlE, A8 EFHEETRIROE, HISSRERNRHITHRREE, MMTmSitiEE,
BH TD-MAX, ®JLL:

- BRRE “TRIEET FE, BhERHTT 1 WEIMEN, RRIRZEARTIMSBUEER
K 8y Tm)

R HERT

- EETEMHEMRTIEES.

- 1RSI X SRR EALRENHENHE,
Viem

WiIFER “TD-MAX” &, (UESEH “TD-MAX" BENEZIER, AXHFIERTZE “TD-MAX®
BY WIiFi 18% (GNEBEEFH. EiLEBERE) SRR NN LML,
& E MR EIEEE .

- REE YENOE TG, IS A F iR B i,

- BEE HEURETIAN, ERIEN RS TLmTIaEN.

RhRERl. BT IRTRRNEZNINER,

HRWMKEEBRKLN, 518, PJESENEERRER. BB TPC GG, HMHHEKE
iR E SIRE S T-25dBm B, BEifERE SHRSINR, #RkEMERREREE R,

113



PR

ESHEWEEN

3L

Beacon [g]f§

Fragment F{&

RTS |JfE

DTIM falf®

LED1 S 4THI{E

LED2 1S JTHE

LED3 S JTHE

BiEA
BT ATRFNESEIE. RilEs, MFNESEIENER, ARINTEMEES,

W TGRS, AREMTZENZEEEHITIRE,

Viem

BRILEEE =T & F R, BINRIFRIMEE, NREEFMLE, BRAKXTHEEMIGF
SRR SR ENE,

G BN 4 1% Beacon MiAYET &) B FE.

Beacon ilizl E B EIEEA M &K, UASETEMENEE, RSk BfRi)y, Tk
EFIREANMGIREESR,; ERER, TEMESHIECRYELS.

REMA D HTIRES

DRNESREEF—TANMD RENND R, 00 R RIIHERMFRIA. SMBYSKERA/N
BERHEEN DR TIRERN, Z0R D EHE.

FIRBERSNIFRT, FJLUBY FEESHEE, XF, IREREY, RERMAEHER
DEEEHRE, MMTRSMERNELE,

EXFHIFRT, SHREDREE, FJLURDHIAMBRE, URSMERNELE,
BRARES (RTSICTS) HGIFFERMAKEIRE, B4 FTH. AMHKEBIXMN]
PREY, fEFE RTS/CTS #lfl, PHEA%E AR GEM

RTS MIIRFEHITNGEEERE: MRIRFBB, WREM RTS M LEAR, HEESZH
W3, {8 RTS MURXSHMINE, TEAMBMARFRERFHMR. EEBELEMEIFERLL
FRARUEITIRAE, LURID SRR BB,

FERARBENFISSE—ENME TR, FRUREERST RTS MIRNEIEW A €/, Xt
FF RTS IBRAGEIBIIA B 5hiZ NS

DTIM (Delivery Traffic Indication Message) Mmify&i%i8lfgE, 2{i: Beacon,

DTIM =HILEERZE 0, H DTIM i+#0A%1 0 By, Wit 2R IXEFHI LB B0,

fFlgn: DTIM [alf@=1, REFH— Beacon HETEIEMG, MFHFREMMAEENEFNEEER,

B F &4 M#F LEDL/LED2/LED3 1/~ T S =1H,

YW B TLE S REARZIFMREREN, BT LED TSR,

114



7.3 il

7.3.1 BhR
BANTIE: AF TBERE) > NhRiEsEll,

EXE, ERLUEBTRERIEEMN, RIFSRRIEEEREERIIMFITENSE. HREH IIEERIA
KHo

7.3.2 BEELRES]
ST 1 A BRI > DAL
s 2 maaraEll ).
S 3 IRBRESRAERIERA WA R REL,
S 4 NEH TSR MAC Ho4it,
HU 5 A A
Vier

MNRERFINWTLIREEERDING, SJURE RNELIRE , RERINZTLIZEH MAC HIEZ5 R 5
o

e2 T 7 |

iy
SSID Tenda_158750 a
mieizsl @)
B © BE O {RaiF
PPPOPOPUPPOPIONfovd o P Bt N (NP .18 8. I
F= MACjtsiH wis #BIF
1 12:12:12:12:12:12 L O @

hEEREIE A

52

115



SRR

PR BiEA

SSID 2 IRE Lk ig T EER SSID,

Ptk IR HITIREF Ko RWKH, @?@ﬁﬂ:ﬂ%‘.o
REIHIHEER.

R - XAV XAVFARERITIRPHTLIZREENZ SSID.

- YR RBRLEISBRERITIR P TLIREEANZ SSID, AWHMELIREENZ SSID.

7.3.3 el A S 455

HMITREK
RNKERMTRETELARN, RERNAVELNER EERT AR,

B] LUE AR5 T 6 TRESE I EIRE R, RISEAIFHIEERN MAC 9518 C8:3A:35:00:00:01.
C8:3A:35:00:00:02. C8:3A:35:00:00:03,

=g

FE 1 RE 'BEgE] > NalezEdl.

s 2 mEanEll o

S 3 O R A WA

HIE 4 72 “MAC b N “C8:3A:35:00:00:01”, =5 #AM0 o

FEB 5 BENFSE A, FINIMAC “C8:3A:35:00:00:02”, “C8:3A:35:00:00:03”,

5% 6 Al

116



Palls)

SSID Tenda_158750

* wiass @)

x HX O ®FELE @ 2T

* MACHE =~ C8:3A3500:00.03 | AR
*
»es MACitsii: #s BF
1 C8:3A:35:00:00:01 . Ok o}
2 C8:3A:35:00:00:02 [ O i}
3 C8:3A:35:00:00:03 | O @

R

WiFic &

2B LR 3 B TLIRE T LUR NI TLAMEE, EMIRERAILURNIZMLE,

117



N g

8.1 LAN O&E=X

BANTE: A BRKIgE] > TLAN OFEXE |,

EXE, Ea LB ORERENN TR, B8, BHARARMIENZEONERNRNIEAE
®EFE—H. RIANEHNE. TEUFRESH 0S3 BRFAG,

EBUEONERRNMNIRNG, FJUE “RARE TEHES.

LAN[JiEE=2
PoE/LANCEZE E@hE v
LAN2iEE | St v
LAN3iEEE | = v
LANALiEZE | =i v
SR
PR IR 152BH
Bath i EONRERNN TR B AR OGO B iR E.

100Mbps £3XT EOT{FE 100Mbps IR, BiEOERXHE SRR LUZKERIEE.

100Mbps #3XT O T{FE 100Mbps EXT, BEAOR—NZIRgEREHIER s EdEE,

10Mbps £3XT BEOT{FE 10Mbps IR, BIZOAREKRIESRNR AT BRI EE 6,
10Mbps #3XT EOT{FE 10Mbps IXEXT, BREOAR—NZIRGEAEHIES SRR EEEE.,

118



Q},—i’iﬂ_ﬁ

- MNREFKEROMRRNNIEN, EHRERNRREOOREMNMRN TR ERERE N ‘Bt

- RERREF LIRS EOMNMAIREIE S, J1REEEKMTE PoE SR, ATUR BN REREL,
30 10Mbps XL, LLEY, FHRXN RGO TR R “10Mbps £ IT” 3 “BatthiE .

119



8.2 MLz

BEANNE: R TBRIRE) > TMLIDH.

EXE, EURERETEMES, #1T Ping/Traceroute KM A SR E Mt

8.2.1 AMfES

PAEARMEFHEERENTRES, HETE SSID. MAC. 8. E5BEFEE. B LURIEIRES
R, AMMEFETIRNNEE (EfTHRERMEANGEE), URATLEEUE.,

AR LA

S EE TSR > (KIS,

S0 N CFEIET THERETEE RBES.
T

WERZ, AMERFEZERERE 5, WTER.

migislr | AEES (=] «
FS SSID MACHEiE SE] =N EEEE
1 Tenda_1 C8:3A:35:09:94:51 40 AN ﬁ'!ﬂ
2 Tenda_FEF460 C8:3A:35:18:68:41 161 AHNE B
3 Tenda_8BBCFF C8:3A:35:13:05:08 157  Mixed WPA/WPA2-PSK.. B
4 Tenda_AC9 C8:3A:35:4C:CB:71 48 Mixed WPA/WPA2-PSK... Al
5 Tenda_OAAOER C8:3A:35:02:7F:80 149 WPA2-PSK AES A
6 Tenda_843338 C8:3A:35:1EB6:C1 161 Mixed WPA/WPA2-PSK... A
7 Tenda_661180 C8:3A:35:04:05:06 149 Fhoz= Ll
8 Tenda_FD11EOQ C8:3A:35:09:93:F1 48 WPA2-PSK,AES A
9 Tenda_83F1F0 C8:3A:35F2:8C:E9 40 N A
10 Tenda_E228D0 C8:3A:35:E2:38:D1 40 N A
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8.2.2 Ping

Ping AT LB TIRAS M@ M FIE B &

17 Ping:

B AT TERRE] > TRESH.

S 2 M CPEEISHT FHERRGRIER “Ping’

S 3 M CIP A THRSRER “FHRE,

S 4 HNER IP M EURE, AL www.baidu.com Jafil,
S 5 IE Ping RRMMIBEN MK, BIRBBRILEE,
S 6 IRE Ping RRMIBENA/D, BIRBBRILEE,

o2 RAET i !

PR L2 T

Pzl | Ping B3
P | FehiER [~]

BRI = www_baidu_com
PingB i | 4 (58 : 1~10000)

e | 32 ¥ (32H : 1~60000)

SR
RS, LHERERFERE TS, NTER.

[Ptk B8] TTL
14.215.177.38 14.144ms 52
14.215.177.38 11.534ms 52
14.215.177.38 0.563ms 52
14.215.177.38 7.874ms 52

10 B Sem

R EEES | EEATEIRE . FE2E0.00%

&/ T7.874ms Fi910.78ms E414.144ms
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8.2.3 Traceroute

Traceroute BJ LAFBSRAMEHE & MW EI B 15 ENFTE IR B,
147 Traceroute:

SE 1 RE 'BRREl > TRKRIZH .

S 2 M “WKISHT THRIREBRERE “Traceroute”,

HB 3 WABERIP #utgigE, kL www.baidu.com i,

o2 RWET i

PRILEIZ: M
et Traceroute E
BFRIPHEIE = www_baidu.com
52

HhE, PHEREERERE NG, ATERA,

== IPHitE B8l

1 192.168.60.1 0.983 ms 0.660 ms 0.685 ms
2 192.168.3.1 1.160 ms 1.088 ms 1.713 ms
3 172.16.200.1 1.976 ms 2.480 ms 1.963 ms
4 192.168.20.1 3.298 ms 2.719 ms 2.999 ms
5 192.168.21.254 2.146 ms 3.202 ms 1.829 ms
6 100.64.0.1 39.281 ms 6.766 ms 5.516 ms
7 59.37.187.113 6.848 ms 3.690 ms 9.336 ms
8 202.105.158.58 6.036 ms

9 113.96.4.94 11.888 ms

10 113.96.11.78 7.020 ms 8.261 ms 10.245 ms
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8.2.4 FRZMK

R

R A] LA SR T R EATERIN (AR IFERRNIAIIEE) ZIERERERSR, A LUE
Eﬂlu\{éiﬁ =% HVFZIEﬂE’JﬁﬂiEo

£ “WMEoHT THEREFRE BRI, BREMMTRE:

Mg | EEML [ a
AVG RX J AVG TX I AVG Total
0 Mbps 0 Mbps 0 Mbps
@ EFREED O RS
ImAPRIIPHEE | FENRE [~
1Pt
WebfgSmE 80
EFERFE
TETE
HE 10
BE | E [~]
] 30
KR
SE5 A
o] iR
& FIRET
HERRAE R 285
fRZ528

XJim AP B IP tthik XTURERIATAY IP ik, R LUEREFER IP ik, WA UFEhRE.

IP ik “YiE AP B9 IP #thsit” SETUREA “FohiRE” B, FEHARANIRIZRER LAN IP i,
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PR

Web fRS5iRAS

BRARA

[

RE

HEL

75[a

B &)

Mz E

I R =R

BiEA

WIS Web BRSE 5O S UBILETF TCP/IP BUNERERE. ik 80, BFRIFIRIALE,

WA AR Z BB EFREIAREIE, BIXRMNGT Web EEENENGE RAF S RS RED,

LI ETF TCP/IP B9MERER:,

R ENEREENIE.

MRTS Ao

- B (U A R ERER
- RIE NS A E SRR
- XA [RIRALIZAS  AE U A X R AR

WERFMAHFFERRE, BRIAA 30 %,

BRMERAHE

g 1 TFE AP R0, W 2 TRER P IRIRI B BEINHERTN 1 LS. MEENIXRE
aRfizEnETE, RIGEAEENT:

- MHF 189 1P 3hik: 192.168.2.1

- W 1MERAEFR/ZE: admin

- T2 B9 1P sbik: 192.168.2.2

- W 2B RAEFR/ZE: admin

REVER:

S L ERWN LSRN 2 EIEmE, AL 2 Al

T2 RE TBRRE) > TR,

T3 M MEISERT THEREREE ERMH,

S A4 M IR AP BY IP It FHERSIER “FRhrRE

SRS FE “IP AL ETEEAITIRRITRY LAN O 1P stisik, A&fF1% “192.168.2.17,

I 6 RAXUHMNT Web BEIETTEMNEFZRER RFMER, &fl) “admin”,

SR M AET THERBERER W@,

% 8 sty
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IESIZHT

FsEeEr | EREML

*
AVG RX J AVG TX
0 Mbps 0 Mbps

@ EFHED
HIRAPRIPHENE | FhRE
Pl | 192.168.2.1
*

WebEEHIS 60

HERAFS admin

*
TREE admin
*
EEY 10
A ¥R
*
B8] 30

HE, PHERFETERE 5. NTFERE.

MEREE R B IS RA
- AVG RX: EWOREFIYE,
- AVG TX: RFEREFIE,
~ AVG Total: SHNEEERETIYE,
EE
migize | EENT

AVG RX J AVG TX

51.77 Mbps 51.79 Mbps

[]

JI' AVG Total

O'Mbps

O EBE=E

[-]

JI AVG Total

57.79 Mbps
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8.2.5 SMiEoHh

BISENITTIEE, BRI UEESMEERAENTLARELHIERN, AEEREERERIRAIREREN
RIS TAESRER

BATIE 54

TE 1 mE 'BRKE) > TMKIZH.

S 2 M “WRIBET THRIRBRER “YHEDFR

SE 3 EEEMAGINEL, AL 36 (5180MHz) F 165 (5825MHz) Afjl,

o2 RWET i

gzl | R [=]

PR | 36(5180MHz) [v] —| 165(5825MHz) [7] ﬂ
5B 5 AT

oy X

smEiTREERE | frEFERehE | Bl TeinEaRE.

R
RS, LHERERFERE TS, WTFERA.

ARIEIEAER, ERETHRMEEFAMFNIEEE. MTERMER, KR 153~165 FARRY
THEE,
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RIEEIZ T

{ES8E(dBm)

36

RSB ‘ S 1 E'

el ‘ 36(5180MHz) El_| 165(5825MHz) E'

BE— HEIE — FAE

40 44 48 149 153 157

161

165
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8.3 Wizl

8.3.1 R

HRITHITIRE(NIE T4 WAN R, REEX T A,

W ETEIThEE, MEEIE R A LSYTAFPINREH#HITIRE, FERNTRERREISESE.
HANDE: 2E '8KgE] > HRiEh.
T B il
&=
IPHBHEERE  192.168.2. ~192.168.2.
B HEs Mms[]
EATEES Mops |~]
S
R 1Pt B b oE A TEES hE EE
S8R
FRE i8R
&% B BRSNS,
IP S5 RE P B, BUEREMNIS RIS,
BoA bfEER
$E3E IP HIHSSEIP 8 B P oA 15 TR,
BATHER
RE MM EARS, TRESEEARZA.
B1E =2 (0] BT UM BRI,
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8.3.2 W oatzmilaHl

£H P 5K

KRB ERMTARMLE, WEEERERMIFIRENTL WAN RIEFHHENEEKM, 797 RIEBEMEFA
WEMRE, GE. ATMAATE, IREHRTHEES, 5 MM AFEEERER 1IMbps BIHTE.

BRi& B A P EAY 1P HtSEE7 192.168.2.100~192.168.2.200,

ESR

TE 1 [ TRRkgEl > TEEES .

SE 2 (g) REMNNEIES, 0 “WERE,

FIE 3 BBHNEEM P HuEEE, Af6% “192.168.2.100~192.168.2.2007,
PB4 RENMNFBF SRR EEERRMTHESR, 5% “1Mbps”,

TR 5 syl

™ B i il
oA

ZF  FER

IPHEAEEREl  192.168.2. 100 ~ 192.168.2. 200

Sk tsEE | Mms[]
EATEEE | 1 Mms[]
o
R
FONFLH, NTER.
== &= IPHEIEEE B _H{EEE B &= 1BE
1 prdiERR =l 192.168.2.100~192.168.2.200 1Mbps 1Mbps V=B o}

10 B%‘aﬁﬁ
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WIFic &

IP #3ETE 192.168.2.100~192.168.2.200 SEEANENAHF, mALERENAN 1IMbps, A THRER
1Mbps.

130



8.4 gy ] BREF

8.4.1 HER

i O BRESTHREIRTE T4k WAN 2=, BREEX T A B,

RINBRT, IEMRAA R EEHREEMANIEE. FRKOREIINE, S ARMRN—1 2%
RSSO (TCP 3¢ UDP), HRXLimOBRGZIEENBEIMARSS 28, EMITEEISRE A X E %% O RIAR
SRR EIN N BIEMARSS 5. X5F, T HMPRAFP SR REMARS S, BENtEsEER

=R

BAE: 5 TERIEE] > HEOBRE ),
PIFRIIP i E
23| T 23
SMTRO | 23
fHY | TCP&UDP [~]
E7FR Telnet |Z|
F= PPt A s SHREsC TS R FH s =E
S35 A
VS $i88
PO IP Hbht PFIBRS22HY 1P HOkE,
PIFR S S AR Sk .
PIFSE SERARRIN “RA EAEmiE, MAMEEN, NREMEAMBSSROS, FEERA.

WMRAER, 0JE “NA” FHRBFERENRS, 25, AEKEmERROS,

PR IREE TS i 1R B9 s o

ShmsHE EEMEENISOS, WEME ‘N FTHRSERIENERS, 25, RASEmERR

(mESH
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PR BiEA

P RIER 55 B s 2B
iy
BB, MERHERS MY, TLLER “TCP&UDP” |
IRIAR 5 22 AR 52 o
W
SER, EEERN RAT , “AREBO7 M R0 FSBaEER.
RE& MWK EARS, TREEERAREM.
11 3 T =7 LU BRFLI,

8.4.2 U C1BREY <5

MR

KRB ERMFARMNLE, WEEERER/RMIFIRENTL WAN RIEFHENEEKN, HEBR QBN
Web BRSSEBFH AT EMABF, BRIAFTARRBEEHRIERERML,

ES e
e R O BREY ThBESC I B BX A P /5 (Rl R B A &R Web BRS583BIR N,

BRi&:

MAFEY WAN O [P #i3ik: 202.105.11.22
- Web ARs328ihhit: 192.168.2.100
- Web BRZBi%O: 9999

Q}%Eﬁ

- EEERIEREMNTT WAN OREZ AR P ik, d1REFR 1P bk si B M E S BRI AR 1P ik (1L
100 FF3k), BEHIBELELM, IPv4 BRI EIE A 2. B 2H C 2, A FthtpyRARItint g
10.0.0.0-10.255.255.255; B FEMEAIFARI ALY 172.16.0.0-172.31.255.255; C FEHHEAIFARIHIAL TS
192.168.0.0-192.168.255.255,

- EERMRSREUETERSIIFALRENERBINGOS 80 iHialMY Web BRSS, Eit, 1% Hin RS,
ENEIMNM RO IERAREO (1024~65535), #19999, LUFMRAILAEEAIAE,

- ARHEOM SN EO AR B A RERNRO S,
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((( —

T4 WAN

SR

i |y N

- e Web BE55

ESR

HE 1 RE TBKIIE) > NHROME

S 2 AR Web BRSSEREY IP o4k, A1 “192.168.2.1007,
SIS EFANRILNA, AR HTTP,

S 4 RERMBHO, BRI Web BRSRMO, &% 99997,
S5 RENHO, AEENSANHO—H

SUE 6 iR Web BRSSEMERBIMNY, MRFWE, AJLUERE “TCP&UDP”,

5% 7wl
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i ] Bt

HRIIPHEL 192.168.2.100

RS 9999

SMAEO | 9999
#1% | TCP&UDP v
ME | HTTP v

R

ANINELYI, WTFEITR.

F= PIFIPHhiE 2k SRy s RZF W& e

1 192.168.2.100 9949 8999 TCP&UDP HTTP <=M W

10 v FEEE/Mm

WIEAC &

BEEM ERAFFER “WMIRS AR HETR/WAN O 508 1P #uit” =] AR AMARS 28, R
IRBERINRNIEOSAERAMRSHIRIARO S, HREIN “ARMARS N AR MY A FR/WAN OHETRY 1P
ekl NG

EARGIG, HEMAEA “http://202.105.11.22:99997,

R LA TRSURZS) TUEE) WAN O =57 P ik,

9NR WAN OFE T 5075 DNS, ErIfER “WMARS AR Y E#RIWAN DS :SMNREE0" 3518,
QET—\
BERRE, MREBENEAHATEHEBEM Web IR5558, ERAZRUTAERR,

- WEREES RGO 2 EfRRENARSED.
- HRERREMRSSE ENRSEH MG RBNMG Z2 BLEET BB AIBE, BXFARERFEBZ.
- FRIEEREMARS R P ik, #ERA P it TS EARS Pk,
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8.5 MAC I3 jE

8.5.1 R

MAC iZISThREINTET L WAN R, BEE T A,
B MAC JiETheE, &R LUTHIRF REE @ MR EER, HiIREAFEALEARIAYEYE] K.
HANTH: RE TSRgE] > 'MAC ZiEl.

MAC iZIETHEERRIAZR A, 18 MAC TIBR AN “XEL” fF, HEETRIT.

i

MACIT3
B | REL (-]
=1

MACHEHE

atiE 00 B: 00 B~ 00 B: 00 B

HY [OE%-— [OE=E#E- [0 =8
OEsnm OEsn O
O=$HE OsX

=i

F= =iE MACHaHE EiE] (=t s BIF

55 il
PRI L]
MAC i ERL R,
- 2B AEHE MAC ZIEINEE.
B
- YZE: $BEFIRE MAC MU AR B MG LR, AFEMIEEIBERG LM,
- YAYF: RIFFIRE MAC MRS RIS &8 G B, B4 B Mg &RIBE MG LM,
&iF MAC IEMNIIMEFEE,

135



PR BiEA

MAC 3t HUURS RZ80 A IR 69 MAC Hiik,

By ia] HUN4 S ABTIE R, “00:00~00:00” FREXR,
B#A A4 40 B B A,

R MM ERRTS, TREEERARSEA,

1R G A S WU

8.5.2 MAC &3ERH

2H 7 3K

EATMERMNIRAEMLE, WEEEREEFMITLERTL WAN EXFHENEBRW.

E3K: _LUIEdiE) (F—E2IEEAY 8:00~18:00) , (XAWFFE—RMAR B EEM, E G TEIEHR BB,
Bl LUEARTI “MAC i378” THEESEEL Bk K,

BRI&ZFM A 5 B ipY Y IE it/ CC:3A:61:71:1B:6E,

CET R

PE 1 RE 'sRigEl > TMAC ZiEl.

P 2 %EE MAC TIEMNAIET, w6IR “NAWF

S 3 (Fk) REMNWAEE, 0 “RE7,

B 4 WMARWASBRRY MAC #ohit, Z&fll “CC:3A:61:71:1B:6E”,
PS5 EEMNAERAREE, A&f)7 “08:00~18:007,

TR 6 EEREMNEMBIBEE, &FA “ER—FEHR"

5% 7 sl
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MACT &

e | RAir [~]
=t FM
MACHEIE | CC:3A:61:71:1B:6E

BHiE 08 B;nn B~1a B:nn B

BE M 28— W EE- M Es=
(== 11 R =~ - I =1 P
O 2 OsX

R

ANINECY, WTFET.

== =3 MACHREHH Bl | s EME
1 i CC:3A61:71:1B:6E E8— T~ =. MW, I 08:00-18:00 {M5mF Fi=)::] im|
10 B%&Eﬁ 1z
IFECE

TE2H—XI2H85FHAY 8:00~18:00, BHIFEM P, RIBEFER MAC HiiE9 CC:3A:61:71:1B:6E BY BN A BEIIR]
BEXR, {ERREMEBRAREEE) BB,
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8.6 MKIRSE

8.6.1 mh#&& DNS

R
5175 DNS MBERFETELE WAN 1830, BAEigst Falm.

&h7 DNS, EIEh&SERARSS. HARSSIEITH, MFT ERYEIZS DNS BF imRHE Ha0HY WAN O 1P #thiltf&ix
{55h7S DNS fRS3528, IRSB|BBEMMIEETERS P tiltAIRE X &, SSMEHZIFH BN,

BId Zh7 DNS IheE, BILULREIASEAI WAN O 1P ik (AR 1P #hih) (ALLEBRESEI— N EIE RIS
% Lo #h7 DNS IhREEE S5imOrSY. DMZ EH. T WEB BIEEIhREL &M, /WA LUEY
& R MR RIS MARS SR E B E, TREXIMFAN WAN O 1P Tk,

BANTE: = BRIEE] > TMEIRSS 1.

SRSDNS
BSR4 | 3322019 [~] =5
BREAFE
BRE
B
SHHEA
FRER e
#1725 DNS 7175 DNS THEEF %, SREH, ST o
RESIRILTES 775 DNS HIBRESIRLES. RUFFIF40EHS DNS FRSSIE(E  Dyndns, No-ip.com. 3322.0rg,
SRAPE B DNS FREMMP 2/550,
—— BN7EEH7S DNS BRESIR A RIS XA R & R M R,
% 7E5h75 DNS BRE ML RIEE A E A,
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7S DNS 1

HRER

KRB ERMTARME, NEEERERMITRENTL WAN RIFHHENEEKN, HEERF QBRI
Web FRSEEFMREAET BMAF , ERIFERERHEEHE B RERMLE,

VE 33
- SRR E B IAATIRE Web IS RHBER

- {EFMENZ DNS Thaeik EEXM A A vl OB B e 2 1R AR RER Web ARS528, BrlEE WAN O 1P
Hohk T S B E KK

{Ri& Web RSS2 290 :
- BRZSE$HbAL: 192.168.2.100
- BRSO : 9999
RIZEE] Dyndns ML FABIK S 20T :
- B)7S DNS BERABF & MBI/ zhangsan

- BhZ DNS 18 %& A zhangsan.dyndns.com

Q}%}

- EEERIEREMNTT WAN OREZ AW 1P ik, SNRZMR 1P it siME M2 BRI AR 1P ik (L
100 FF35), BSBINBER AL, 1Pv4 ERAUESEFIEIE A 2, B M C 3, A SSHUAIFARMIALS
10.0.0.0-10.255.255.255; B ZihipfAMIiES 172.16.0.0-172.31.255.255; C &bk 9FARItLH
192.168.0.0-192.168.255.255,

- EEBRMRSEHETERSZIFALRENERBINGOS 80 iHialMY Web BRS, Fit, Fig Bin RS,
BRI RO IEAMEHO (1024~65535), #19999, LUFAMRAILAESAIAE,

- AFROMSNRRO P B A R RSO,
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FTLEHm T4 WAN

SR

g |y N

ACES R

S 1 RBhE DNS,
1. RE TBRgE] > TMEIRS) , HE “GH& DNS” &R,
2. ma#mnds DNS BEll ).
3. MEIREERIEIE M DNS BREIRMA, &fFIX “Dyndns” ,

4. BNIETEENZS DNS fRS{R RS EMBIA A R R B RE, &Y% “zhangsan”
5. BINEMENZS DNS fRSIRMEMILERIERYIES, AfIA “zhangsan.dyndns.com” ,

6. mTUEERIIEGEES .

ssons @D
AEsSiEHERE | Dyndns v | =
ERAFE zhangsan

% | zhangsan.dyndns.com
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FE 2 GBS
1. miE TagkigE) > NEOss .
2. BN Web ARS52SA9 IP sthhit, Z<f’y “192.168.2.100” ,
3. EERNMBIUMNEA, &Fl7 “HTTP”
4. REAMIEA, BRI Web fRS285%0, 2618 “9999” ,
5. &BINIHO, AHEE RS AMNIRO—H.
6. %% Web FRSSSMERIIIMNY, WRAHE, AILUEE “TCP&UDP” ,

7. sl

ik
AP HEI 192.1656.2.100
AR 9999
FHrdimL 9999
T TCPAUDP v
R HTTP v
SR

ANINELY, WTFET.

F= P IPEdE AR e T | HHs REFH W& B=IE
1 192.168.2.100 9999 9999 TCP&UDP HTTP <=M W
10 v F=EOEM
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KirkcE

BB ERAAER “WRARS N AR MY EFR/WAN I5E” 5] LUETA R AMARS 28, D0 CBRET
MNEY, NRIERIINNGECS A ZRMBRSBIEAIAR DS, HEEINA “NMARSS N A E 2 #R://WAN
(R

EZAFIh, JFEMAtA “http://zhangsan.dyndns.com:9999”,
e {27
BRESERRfG, MRERBEMEFP{MATE IR EIEM Web JRSS28, BMROREIR T ARER,

- HREES RGO 2 EFRERAR SO,
- DR REMRSSE ENRAHAE . RBUNMG. X2 TLEIET BERMBAAR, EXAXERFEBRIR.
- FRRERSMARSS Y 1P ik, BEEY 1P #t TSRS P,
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8.6.2 xi{E WEB &1

B

Zi2 WEB BIRINAENTE L WAN 1E. BERI TR A,

—RIERT, REEZIMG LAN ORTENMENIRES e RN EETTH, B3I iziE WEB BIEINEE,
FEEERHTEN (NZERAZER), sILUEE WAN OiZigis R M EE oim.

AR IFEFEY A INA “http://MFFEY WAN O 1P #itikiw 05", 412 WAN OFF T 507 DNS Theg, if
Bl LAER “http://MIAFET WAN R3OS 3510,

BANTE. AF BRILE] > TMEIRSS 1.

iz WEB BERIAXH], FRE, TEHETIT,

ILEWEBEE

[Pihtt = E
il 5080

S5 A
PRI 1588
e WEB &I18 e WEB BIEThREFF X, F*nKiA, E A=

A LU Az [ AT S IR TR E AT FE AN AY 1P bkt
—— - 25 BN ETEBREEESRMGNEERE, ATMERSE, FENERI,

- FILE: FHIET P MU B REAETIZ AR NGNS IR E, R ZENREEIEM, N
MIENZERAIMA<H P it (AF 1P k) .

mEEEMGRNERNHROS, BRiAk 8080, AIRIEZEEEHS,

Uk 1~1024 OB AFERSE G B, ABGRHOHR, EmIIBNERIZIEO N 1025~65535 SEEA

AR o
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iE WEB EIEACE %4

ARER

%ﬁjﬁ}ﬁﬂﬁiﬂkﬂ,m WEEIERERFMIFIREN T L WAN IRIVFHHENE BN, TGS E i)
, HBE Tenda BIAFFITIZE REIMF D ITH R

Al LUER MY “Zi2 WEB EIE” IhEEM LR K,
Rig:
- AFEY WAN O IP #ifik: 202.105.106.55
- AIFIZIZEVIRINAEIEIERYEE AT 1P fthlit: 202.105.88.77
- iZt2 WEB BIEMARSIROS: 8080
AES R
S 1 AE TBRREl > TMKIRS1, H%F “Tid WEB BIE” 1&RIR,
s 2 mEiEig wes gEEREl )

LB 3 T P AT B “FopigE” , AFWA Tenda RAZFFRIEBMAY IP Hiuk, AE%H
“202.105.88.77”

TE 4 [RETERRREGES.
meweseE @
Pttt | FzhigE [~
S AIPHENE 2021058877

W 8080

Wi E

£ P #i3tJ9 202.105.88.77 BIEBAN £, FTFFXIBI2S, iA1A “http://202.105.106.55:8080”, BRI & RMIFH
NHEFBTEE, R WAN OF 2750745 DNS, &EIfER “http://WAN O15:8080” iAid,.
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8.6.3 ENER

BANTE:. mF BRIREl > TMEIRS 1.

EXE, T LUEMRET NN EEAREEN BEIER, FHMNFKIEIETSEE MR TRE.

FREFUR,

REMNHENES

S AT TBRIRE) > TGRS, KE ENER B85
w1 2 maenEEERsEll ).

S 3 REMREEERMNES, W “3:007

S 4 EBESEH, W EHE-NEHE.

S5 RERERENIGE
wmEm @)
BfiE | 3:00

=) Zr— =)l =
=R SR [0 25N
O 28 O8X

o LERERAE, EH-RENENER3 S, NHEEHERS.

8.6.4 WEB N &8 ig]

NTERENEZe, HEERIINFHNEENEG, NREFMKEN “WEB NEBEIE"
5, REFEHBRHER,

ENTIE: RE TBRIRE) > TRHKRS 1
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